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1. About this guide

This guide describes the process to download and install the SecureClient
application for SecureAssess Central.

SecureClient must be installed in every machine that will be used by
candidates to sit exams.

Important note: Please ensure that your IT department is aware before installing this
software manually.
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2. System requirements

These are the minimum technical requirements and supported platforms for installing and running SecureClient Central.

Processor speed 2.33GHz Single core CPU, or
1.2GHz Dual core CPU

Memory (RAM) 1GB

Hard Drive 1GB of free space

Display 1024 x 768 screen resolution

Operating system Windows XP (SP3 or later), or
Windows Vista (32-bit or 64-bit), or
Windows 7 (32-bit or 64-bit)

NET Microsoft .NET Framework 2.0 (Service Pack 2 or later), or
Microsoft .NET Framework 3.0 (Service Pack 2 or later), or
Microsoft .NET Framework 3.5 (Service Pack 1 or later)

Internet browser Internet Explorer 7 or 8
Adobe Flash Player Adobe Flash Player 10*

*This needs to be the ActiveX version of Flash i.e. it needs to have been installed from
Internet Explorer.

SQL Server Compact | SQL Server Compact 3.5 (Service Pack 1 or later)*

*SQL Server Compact 3.5 Service Pack 2 can be downloaded from:
http://www.microsoft.com/download/en/confirmation.aspx?id=5783

Internet connection and bandwidth

Permanent internet connection with 512 Kbps per 10 concurrent exams being taken. Please note that the use of 3G cards
may not guarantee a constant bandwidth and could therefore not meet the minimum requirements.
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3. Installation

Step 1

Go to SecureAssess Central
Homepage and follow the link
to download SecureClient.

Step 2

®)
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Welcome 1o evobde, City & Guikds new & assessment plationn
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Auomalic updales win [o Sysiam downlme
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]

Please use the menu labs rnning song Me 1op of the screen 10 socess (ke diferent aeas of pur niew Spdem The nsmber of (ebe you sée will v ary st cording o your robe
You can relurn i this page & any e by clicking on i Hoime Lab

Wsan (ades
Tou caf adc et @ range of support documents, Indluding Sy stem user guided. wehnare and video iubonals. Ploste visit our dedscaled webpages on sty O brgroioulcl com fevalve
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The sxnbve SecureClient (candidats msthings sofeane can be downlosd gl hErs
Note: Please ensure that your IT department s sware befose ngalng this = anually

We are st 1o help
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Oremal  geobesuppontgctygndguildy com

When the page loads, click on: ‘Click here to download SecureClient Installer’ and save the installer to your computer.
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Step 3

Once the file has downloaded
double click it. A security warning
will then pop up. It will say that

the publisher could not be verified.

This is a routine security step

to prevent unwanted software
installing itself, by requiring
confirmation from the computer’s
owner. Click Run.

Step 4

When the SecureClient
Installation Wizard opens,
click Next.

01.09.11

Do you want to run o1 save this file?

ﬂ Name: SecureClientinstaller.msi
Type: Windows Installer Package, 15.1MB

From evolvecityandguilds.com

R || save |[_ Concel |

= while fles fram the Internet can be usehu, this file lype can

potentially harm pour computer. IF you do not tust the source, do not
tun of save this software. 'What s the risk?

Welcome to the SecureAssess
Central - SecureClient_E-VOLVE
Installation Wizard

It iz stronghy iecommended hat vou exit 81 Windows plograms:
before nunnng this selup program

Chck Cancel bo quit the setup program, then close s programs
you harve running.  Chek Mest bo contins the nstallation

WARNIMG: The program i: probecled by copynght law and
intesnahonal esties

Unauthctized ieproduction o distribution of this program, o any
partion of &, may tesll m severe ol and crminal penalties, and
will b prosecubed 1o the masmum extent possdbie under v

)

O



City&s
Guilds
| e-volve

Step 5

You will be asked for your name
and organisation information
—this is optional. Make sure
you always select ‘Anyone who
uses this computer’. Click Next
to proceed.

Step 6

You will be shown the folder
where the SecureClient
application will be installed.
Unless specified to do
otherwise please leave this as
it is. Click Next to proceed.

01.09.11

User Infarrmeation
Ember the loliowang mloimabon 1o permonales your matalsbon
Full Hgme: [4oe Bloggs
Drgarezstion [Cay Cernd

The settrgs for ther appbcation can be nctalisd of the cument user of for al upers fhat
whare bz computer. 'ou must have adrersztisbor nghts fo maial the settings for ol
uzers. Inutal this applcalion lo
l @ Arpone who utes lhis compuber I
Oirly fox mes [T estidmn]

'Wize Installation \Wizand (7]

[ cBack [ Mest> | [ Concel |

Destmation Folder
Select & folder where fhe appbcaton wall be ngtalisd

The Wize Installabon Wizaid will install the fdes for Secumbseess Ceniral -
Secuellent EAVDLVE in the folowang lolder

Wiou can choots not bo mstall Securaisyess Central - Securellent_EVOLVE by clcking
Cancel 1o sl the wise Inetalation Wizaed

NOTE! Pleass ensure b installstion path hat moddy penmessions.
Destnation Folde:

C\Uers\Publc\Secursfaress Contral -
SecureClent_EVOLVEN

 Biowse |

wise Installabon Wizard (/]

| ¢Back | Wews | [ Cancel |

)

O



City&s
Guilds
| e-volve

Step 7

The installation will start and a
progress bar will be displayed
throughout. You do not need
to take any action. If you click

‘Cancel’, the installation will stop.

Step 8

A final screen confirms that
the installation is complete.
Click Finish to exit.

Step 9

Upaating System
The feshuwes you sebecled am cumtently being installed

Copyng reve fles

File: placeholder_diopzone swd
Diectory: Clizers\Publich .\
S 2630

Tire remaining: 5 second:

(Wise bristallation Wizad [F)

B0 |

lrefl.E0 8 |

SecureAssess Central -
SecureClient_E-VOLVE has

Chck e Fruth Button bo esdl they mstallstion

E-VOLVE Setup = |

been successfully installed.

Run a navigation test to check that the installation was successful.
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The installation is now
complete. Anicon to
launch SecureClient will
have been created on
your desktop. The icon
looks like this:
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4. Software upgrades

Once the software is installed any further upgrades happen automatically and they will not require administrative rights.
This is done via a simple check when the software starts. When this occurs, you may notice the software taking slightly

longer to open. City and Guilds will still communicate all upgrades to you well in advance of them happening so you have
time to co-ordinate.
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Appendix 1 — Notes for the IT Department

This section is only relevant for staff at the IT Department. It deals with specific technical aspects of the installation which
may be applicable in some cases.

1. Having multiple instances of SecureClient installed

SecureClient has to be installed in every examining station, even if you already use BTL Surpass software with another
awarding body. It will not interfere with any other pre-existing e-assessment solutions you use, even if you already have
installed another instance of SecureClient.

2. Network deployment

SecureClient installer is a single MSI, so you can distribute and install it over your network using normal MSI deployment
methods (i.e. quiet mode).

3. Proxy and firewall settings

Your Proxy Server

Proxies and/or firewalls may need to be configured to allow access to the SecureAssess Central server. Configure the proxy
to not require authentication for communications to:

https://evolve.cityandguilds.com (Port 443 and 80)

http://evolve.cityandguilds.com (Port 443 and 80)

These URLs should also be added to the safe list of any firewalls.
Proxies should also be configured to allow ASMX, ASPX and ZIP file types.

Your examining stations (SecureClient)

SecureClient will automatically mirror the proxy settings you have made in Internet Explorer. However, if Internet Explorer is
configured automatically via a script, SecureClient will not mirror it and you will need to enter the details manually. You will
be prompted to do so when you launch it for the first time.

If you are prompted every time you launch SecureClient, or you see the message “The current Secure Client has updates
that are invalid. Please contact your local administrator” when you attempt to launch it, you will need to manually configure
SecureClient with your proxy settings (see below).
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Manually configure SecureClient with your Proxy settings
The following process will configure a single SecureClient application to your proxy settings.

1. Go to the the configfiles folder in the SecureClient install directory and open the Proxy.xml file using Notepad.
The default install directory is as follows, unless you have chosen a different one:

e Windows XP - C:\Documents and Settings\All Users\Application Data\securesssess\SecureAssess Central -
SecureClient_E-VOLVE\configfiles

¢ Windows Vista & 7 — C:\Users\Public\SecureAssess Central - SecureClient_E-VOLVE\

2. Enter the proxy server address and port number in proxy.xml. For example if your proxy server address is ‘172.1.1.1
on port 8080’, the text in proxy.xml should look like this:

CPrOXy><UusaProx

= IS BProxy><sary AT
quired>false< va

2 port><validarionne
tneequireds<user <705 rePa s swor ds </ pas swa

ST proxy>

3. If your proxy server requires user validation you should also enter the user information. Using the same example,
if your proxy server requires you to login with the username ‘name’ and the password ‘pass’, the text in proxy.xml
should look like this:

CPr Oy ESERE 0Ny T rue< /USEPr Oxy> <SEry F2.1.1.1</server>spart 8080« /portr<validationre
guire .-a. ‘Jat'll:I"REQLI'IFEd-'-*-LIEE SEF‘--’-:aSS'w':F asswords></proxy>

If you have a large network of computers running SecureClient, you could roll out these settings across your network.
If you have a network which is capable of executing a script to ‘copy and paste (overwrite)’ onto each computer in the

network you can simply paste the edited proxy.xml file into the configfiles folder within the SecureClient install directory

on every candidate machine.
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